ITPABHJIA
3a 0€30I1aCHOCT HA eLaTa U YYeHULUTe B
KOMIIIOTBPHATA MPEXKa B IeTCKATA rPaJHHA, YYHIHINETO U B HHTEPHET

Te3u npaBuia ca pa3padoreHu ot IbpkaBHaTa areHIHsA 32 3aKPWJIa HA 1€TETO, B
napTHbopcTBo ¢ I'1aBHa jupexkunus ,bopda ¢ opranusumpaHara mnpecTbIHOCT”,
Hanuonanen meHTHp 3a 0e30maceH MHTePHeT, MHHHCTEPCTBO Ha 00pa30BaHHETO U
HaykarTa, PernonajsHo ynpasjieHue Ha o0pa3oBaHueTo — Codusi-rpaa, ppbKOBOAUTEH HA
oOpa3oBaTenn HHCTUTYIHH OT Chl03a Ha padoToAaTe/JMTE B CHCTEMATA HA HAPOJHATA
npocsera B buarapusi, CapyxeHueTo Ha IMPEKTOPUTE B CPeAHOTO oOpa3oBaHue Ha P

bnarapus.
Ienurte Ha mpaBuIaTa ca Ja ce:

o rapasHTupa NnpaBoTO HAa [eTeTo/y4eHHIHUTe Ha JOCThI A0 MOAXOAAIIA
HH(poOpMaNs U MAaTepPHAIH B MpeKaTa;

o OCBIECTBH NPEBEHUHMA W CHHTE3MPAa HA €IHO MACTO MHpopmanusiTa 3a
ONIACHOCTHUTE B HHTEPHET;

. NPeJOCTABAT KOHKPETHM HACOKHM 3a 3aKpHJIa Ha JeTeTo M 0e30macHo
MOBeJeHHE B KOMIIIOTHPHATA MPeKa B 1eTCKATa IPaJlHa U B YYWJIMIIE U B HHTEPHET;

o noa00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HAa YYACTHHLMTE HW/WJIH

BCHYKH 3aMHTEPECOBAHM CTPaHH.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBaTa Ha JelaTa 1 3alluTa Ha TEXHUTE UHTEPECH €
CIo/ieJieHa OTTOBOPHOCT MEXIY CEMEWCTBOTO, OOIIECTBOTO W JbpiKaBaTa, upe3 HEHHUTE
OpFaHI/I n I/IHCTI/ITYI_[I/II/I. B’preKI/I TOBa, Ta3u OTFOBOpHOCT (¢ pa3npe;[eneHa, KaTo TA C€ Imaaa
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CICIIUATTHO Ha POJAUTEIINTE, HACTOMHUITUTE, TTOTICYUTEIIUTE
WIN JPYTUTE JUIA, TPU KOUTO JETETO € HACTaHEHO, TOraBa Koraro e Ousia npearnpuera Mspka
3a 3aKpuJia Mo OTHOIICHHE Ha Hero. OTYUTAKU TpyJoBaTa aHTAXKUPAHOCT HA POTUTEIHTE, B
HSIKOU OT cnyanTe n pr,Z[HOCTI/ITe, KOUTO HU3IHUTBAT B OTIJIC)KOAAHCTO U BBIIUTAHHUCTO HaA
JIETETO, B OCHOBOTIOJIArallvs MEXKIyHApOJEH aKT 3a mpaBaTa Ha jAereto KoHBeHIMsATa Ha
OOH 3a nmpaBaTa Ha J€TETO, KAKTO U B peaulla HOPMaTUBHU aKTOBE OT HAI[MOHAJIHOTO HU
3aKOHOJIATEJICTBO, € IIOCOYEHO KaK OOINeCTBOTO, COIMAJIHUTE U 00pa30BaTEITHUTE
I/IHCTI/ITyI_II/II/I, nu m;p)KaBaTa HN3ITBJIHABAT TC3U CBOU OTI‘OBOpHOCTI/I 3a OKAa3BAHC Ha aJA€KBAaTHa
MOAKpENna Ha CEMEHCTBOTO, 3a 3aKpWyia Ha JIETETO W 3a 3alluTa Ha HETOBHUTE IIpaBa U
WHTEpECH.

Corimacio Koupennusta Ha OOH 3a mnpaBata Ha [OE€TETO, POAUTEIUTE HMAT
I'BPBOCTENICHHA OTIOBOPHOCT 32 OCUTYpsIBaHE BHCIIUTE HHTEPECH Ha JETeTO Ja ObaaT
IBPBOCTENIEHHO ChOOpakeHHe. Poautenure wim, criopen cirydasi, 3aKOHHUTE HACTOWHUIIH,
IIOIICUYUTCIIN HNIIU ﬂpyrn Jmna, HpI/I KOUTO ACTCTO € HACTAaHCHO, HOCAT OTI‘OBOpHOCT 3a
OTTJICKIAHETO U PA3BUTHUETO HA JIETETO.

JbpxaBaTa, upe3 HEHHUTE OpraHu, TPsOBa Ja MpeAnprueMe MOIXOSAIIN CTHIIKH, 3a Aa
MTOAKPENHU POAUTEIIUTE MPU U3ITBIHEHUETO Ha TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIAUTEIIN
HC MOrat Hmjim cCe SanyI[HHBaT, TO B TE3H cnyqan C€ HamMmcEcBar OTFOBOpHI/ITe ,Z[’bp)KaBHI/I
WHCTUTYIIMHU, 32 Ja OCUTYPST CIIa3BaHETO Ha TpaBaTa Ha JIETETO M 3aJ0BOJISIBAHETO Ha
HCTOBUTC Hy)i(,Z[I/I. Bal[’bﬂ)i(eHI/Ie Ha m;p)KaBaTa c ocnrypS{BaHe paSBHTI/IeTO Ha I/IHCTI/ITYI_[I/II/I,
3aBeficHUs] W yCIyru. B Ta3sum Bpb3Ka poisiTa Ha O0O0pa3oBaTEIHUTE HWHCTUTYIIUH €
HN3KJIIFOYUTCIIHO BaXHa U KIIFOYOBaA. Te Morart aga I[OHpI/IHecaT 3a 06yquHeTo nu HpeBeHLII/ISITa
Ha PHCKOBETE HE CaMO Ha JIelaTa, HO U Ha POJUTENHNTE, KaTO MO TO3M HAYMH MOTaT Jia UMat
JIBOMHA T0JI3a 3a Jlenara. B Ta3u mocoka HAcTOAILIMTE IMpaBuia, JaBaT OCHOBHU MO3HAHUS 3a
OTMACHOCTHUTE, KOUTO KPHE BHPTYAIHOTO IMPOCTPAHCTBO C IIEJI OCUTYPSIBAaHE 3aKpuiara Ha
JIETEeTO OT BPEIHH 32 HEro MH(opMaIus, MaTepruaaid 1 KOHTAKTH.




OcHOBHUTEe MPUHIMMIHU 332 paboTa B KOMIIOTHPHATA MpEXka B JIETCKAa TpajuHa U
YYHJIAILE U B UHTEPHET ca:

1. PaBeH mOCThII HAa BCUYKH JIella U YICHHUIIH,

2. 3amura Ha JeraTa ¥ yYSHHUIIUTE OT BPEAHO UM HE3aKOHHO ChIbpP)KaHUE U
nH(pOpMaIUg KaTo: CaMOHApaHsSBAaHE, ThPTOBHs C HAPKOTHUIM, Xa3apT, MpoIaraHjupaHe Ha
BpPEJIHU U OTIACHU HABHUIIM U JICUCTBUS KaTO aHOPEKCHs, OyIuMuUs, mopHorpadus, ToJIepupaHe
Ha pa3nu4yHu (popMH Ha HACHUIIUE, MPOIOBSAIBAHE HA TEPOPHU3HM, ETHUYECKA U PEITUTHO3HA
HETOJICPAaHTHOCT, CAMOYOUNCTBO U Jp.;

3. 3audTaHe W 3alllUTa HA JMYHATA HETIPUKOCHOBEHOCT;

4. TloaroroBka u KOHTPOJ Ha JielaTa U yYEHUIIUTE 32 0€30MMacHO U OTTOBOPHO
IMOBEJACHUE OHJIANH;

5. ChTpyIHHYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JeTCKaTa

rpaJiiHa/yYUIIMIIETO U POIUTEINTES/HACTOWHUIIUTE.

KomnioTbpHaTa Mpeka B JeTCKa TpaJdHa M YYWIMINE C€ U3IO0JI3Ba B
MeTarOTHYECKUTE CUTYAllMH M y4eOHH 4acoBe caMo 3a oOpas3oBarenHu mend. L{smara mpexa
o0xBalla KOMIIOTPUTE, CBBbpP3aHU C KaOemHH W/WiM OE3KUYHU BPB3KH, CUTYHpPAHH B
KOMITIOTBPHHUTE KaOMHETH, 000pY/IBaHH KJIACHHU CTal M aJAMUHHCTPATHBHUTE NOMEIICHUS Ha
oOpa3zoBaTenHaTa WHCTUTYLIMS, KAKTO U YCTPOHCTBaTa (MEPCOHAIHU CMAapTQHOHH, JIANTONHU U
TabJeTH) ¢ O€3’)KUUEH JOCTBIT O HHTEPHET.

Jenara u ydeHMI[UTe UMAT IIPABO Ha:

1. PaBen moctsn 10 MpekaTa Ha 0Opa3oBaTeIHATa HHCTUTYIUS, C U3KIIOYCHUE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE TTOMEIICHHUS.

2. Pabora ¢ ycrpoiicTBara (KOMIIOTPH, JANTONHN U TaOJIETH) B MpeXKarTa ¢
MOJIKperaTa Ha MeJarornyecku CreruanaucT.

3. OOyueHnue 3a 6€30MacCHO U OTTOBOPHO MOBEJCHUE B MpekaTa Ha 00pa3oBaTeHaTa
WHCTUTYIUS U B UHTEPHET.

4. Wudopmarnus 3a npaBuiaTa 3a paboTta B MpekaTa.

5. CurypHna nudpoBa cpeia B AeTCKaTa IpaJdHa U yIUIUIIETO.

6. Ilom3BaHe Ha MOOWJIHUTE CH YCTPOMCTBA U3BBH YUeOHMS Mpoliec (TOYUBKaTa U
MEXIydacusTa), a Ipyu U3PUYHO YKa3aHWE Ha YUUTENI — U B y4eOHHs yac/mesarorndeckara
CUTYyalHUs 3a [eTUTe Ha Y4eOHHs ITpoLiec.

BAYKHO! IlpaBunara 3a Ge3omacHa paboTa B HHTEPHET, KOUTO JeLaTa U YUCHUIUTE
ca 3aJbJDKCHU Ja Cla3BaT, ce MOCTaBAT Ha BUAHO MACTO B oOpa3zoBaTeIHATa MHCTUTYIMS,
KaKTO ¥ B KOMIIOTHPHUTE KaOWHETH, Taka U Ha caiiTa Ha JeTcKara rpaauHa/yuuiuiiero. B
HayaJloTO Ha Yyd4yeOHaTa TOAMHA MO MOJIXOASL] HAa4YMH BCHUYKM Jlella U TEXHUTE
POIUTENN/HACTOUHUIIM/TIONCUYUTENTM C€ 3alo3HaBaT ¢ TAX. Ilemaro3ure mnepuOAUYHO
HAIlOMHSAT 3a TAX U 3@ CUTYPHOCTTa B MHTEPHET B MOAXOAALIM (POPMHU U IEHHOCTH, B KOUTO C€
BKJIIOYBAT JIe11aTa/yYCHULIUTE U POAUTEIUTE HM.

Yact I. OTroBopHocTH Ha PHKOBOJAUTEIUTE HA 00pa30BaTeTHUTEe UHCTUTYIUH,
HAa npodecHOHATUCTUTE, padoTemm ¢ Jena M ¢ MHPOPMANMOHHO-KOMYHHKAIIMOHHH
TexHoaorumn (MKT)

JupeKTOpBbT Ha IeTCKaTa TpaAuHa/yqHIIUIIETO:
1. Opranuszupa AeMHOCTTA MO U3IIBIHEHUETO HA T€3U MPABWIIA, U OCUTYPsIBA JOCTHII
70 KOMITIOThpHAaTa Mpexka, e(eKTHUBEH M TMOCTOSHEH KOHTPOJI, IUIAHUPAHETO Ha MEPKH IO




OopraHm3alusTa 3a clia3BaHe Ha MpaBWIaTa 3a padoTara Ha Jelara U YIYeHUIIUTE B MpekaTa u
3a1uTa OT BPCAHO UJIM HC3aKOHHO ChbAbPIKAHUEC B UHTCPHCT.

2. OcurypsiBa Ipu TEXHUYECKAa Bb3MOXKHOCT ITpocieigBaHe Ha Tpaduka,
OCBIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTEIHATA MHCTHTYITHS.

3. Ilpu xoHCTaTHpaHe Ha CiIy4ad Ha KHOEPTOPMO3, HE3aKOHHO ChIbpKAHHUE U
MOBEJICHHE B MpeXxaTra Ha oOpa3oBaTelHAaTa HWHCTUTYIMS H/WIM B HHTEPHET YBEIOMsBa
He3a0aBHO KOMIIETeHTHHTE opranu — Jupekums ,,ConmanHo moArmoMaraHe™, 1o
MecTornpeOuBaBaHe Ha JAeTeTo U [ maBHa aupekuus ,,bopba ¢ opranm3upanara NpecTbIHOCT,
crenuaau3upanuar ornen ,,Kubepnpecrsnnoct Ha MBP. B Te3u cimyyam oka3Ba HY)XHOTO
C’b,[[@I}'ICTBI/Ie Ha KOMIICTCHTHUTC OpraHd C L€ YCTAHOBABAHC Ha MUIBBPUIIUTCIUTC U
npearnpuemMa MEepKH 3a MPOTUBOJCHCTBHE U MpPEMaxBaHE HAa CHOTBETHOTO ChIBbpP)KAHUE OT
MpekaTa Ha o0pa3oBaTenHaTa HHCTUTYIUS. Moe /1a mody4aBa U KOHCYJITAHTCKA MOMOI OT
Hanmonanuus 1ieHThp 3a 0e30maceH UHTEPHET.

4. Opraauzupa B HAUAJIOTO Ha BCSAKA ydeOHA roJIMHa 3ar03HaBaHe Ha Jlerara u
YUYCHUITUTE U POIUTEIINTE/HACTOMHHUIIUTE C MpaBuUiiaTa 3a 0e3oracHa pabora B Mpexara.

5. OcurypsiBa OTTOBOPHO JIHIIE (CITYKUTEI WJIA HAET BHHIIICH CIICIIMATUCT), KOETO Ja
M3MBIHSABA QYHKIIMUTE HA CUCTEMEH aIMHUHUCTPATOP.

Yuurennre, nearoruyecKuTe CNeUAJIMCTH U PHKOBOIUTEINTE MO0 HANIPABJIeHHE
HUKT ca g1bxHH 1a:

1. PazsicusBar mpaBmiiaTa 3a 6€3011aCHO M OTTOBOPHO MOBEACHUE TIPH padoTa B
MpekaTa Ha 00pazoBaTeTHaTa MHCTUTYIUS U B HHTEPHET.

2. OcpslrecTBsBAT MOCTOSTHHO HAOJIIOICHUE U KOHTPOJI BBPXY paboTara Ha Aerara u
VUCHHUIIUTE B MpexkaTa Ha oOpa3zoBaTellHaTa HHCTUTYIIHS B Y4eOHO BpeMe.

3. Ilpennpuemar He3abaBHU MEPKH 3a MPEYCTAHOBSIBAHE HA JOCTHIIA HA JIellaTa U
YUYEHUIUTE 10 HE3aKOHHO U BPEJHO ChIbPIKaHUE B MpEKarta.

4. YBemoMmsBaT He3a0aBHO JUPEKTOpPA Ha JETCKATa IPaInHA/yIUIIHIIETO TIPU
HapylIaBaHe Ha MpaBuUiiaTa, Cliydad Ha KHOEPTOPMO3 WM MPU YCTAHOBSBAHE HA HE3aKOHHO U
BpPEIHO ChIbPIKAHKE WIIH TTOBEJICHNE B MpEXKaTa.

5. OkaszBar mojKperna Ha Jielia ¥ YIeHUIIU — 00eKT Ha KuOepTopMo3, upe3
IbPBOHAYAJIHA TICUXOJIOTMUECKA TMOJKpEeNna OT YUYWJIUIIHUS TICUXOJIOT, Ype3 pPasroBOp OT
CTpaHa Ha MeJaror B JIeTCKaTa rpajiiHa 3a CHUKaBaHe Ha HAIIPEKEHUETO Y JAETETO.

6. Curnamusupat npu HeoOxomumocT Jupekius ,,ConnuanHo moamnomMarade’ mo
MECTO)KMBEEHE Ha JIETETO/YYCHHMKAa C 1] OICHSBaHE Ha HY)KJaTa OT HACOYBAaHE KbM
COIIMAJTHM YCITYTH 32 OKa3BaHEe Ha MOCJIEIBAIa MOAKPENa.

CucTeMHUSIT aAMHMHUCTPATOP (CIyXHUTENT B 00pa3oBaTeIHATa HHCTUTYLIUS WU HAaeT
BBHIIICH CITCIIUATHUCT):

1. OcwurypsiBa o6mara 6e30MacHOCT U (PYHKIIMOHATHOCT Ha MpEeXKaTa.

2. Ipennara u mpuiara MEpKH, OrpaHUYaBAIH JOCTHIIA Ha JelaTa U YYCHUIUTE 10
BPEIHO WJIM HE3aKOHHO CBABPKAHHME U IIOBEJAECHHWE B MHTEPHET B CBHOTBETCTBUE C
JeCTBAIIOTO 3aKOHOAATENICTBO Ha Pemmybmuka buarapus.

3. M3pwpuiBa nepuoAuyeH Mperie]] Ha KOMIIOThPHATa Mpeka Ha oOpa3oBaTesiHaTa
MHCTUTYLIMS 32 HaJM4YUE Ha BB3MOXHHM 3allylaXd M PHCKOBE 33 CUTYPHOCTTa Ha Jeuara H
YUEHHIIMTE IpU paboTa B UHTEPHET.

4. Cnenu Tpaduka, OCBIIECTBSIBAH Ype3 KOMIIOTbPHATA MpEXa Ha oOpa3zoBaTeiHaTa
MHCTUTYLUS.

5. Ilpennpuema He3a0aBHU MEPKHU 32 IPEyCTAaHOBABAHE Ha JJOCTHIIA HA JeNarTa 1
YUEHHIIMTE 10 HE3aKOHHO U BPEAHO ChIbp)KaHUE B MpeXkKaTa.

6. VYBemomsBa He3a0aBHO IUPEKTOPA HA JIETCKAaTa IpajinHa/yqHIIUIIETO IPU CIIydyan
Ha KuOepTOpMO3, HapyllaBaHEe Ha IpaBWiIaTa WIM IpPU YCTAaHOBSIBAHE HA HE3aKOHHO
ChIbpIKAHUE WU TIOBEICHUE B MpEXkKaTa.



7. CwppaeiicTBa 3a yCTaHOBSBAHE Ha U3BBPIIUTEIIN HA KHOSPTOPMO3 | MpHUJIara MEpKu
3a OrpaHMYaBaHe HAa TAKUBA CIy4au.

Yacr I1. IlpaBa u 0TrOBOPHOCTH HA poauTesuTe !

Poauresure nmar npaso jaa:

1. Tlomy4aBaT mH(pOpMAIKS 3a pUCKOBETE M 3aIUTAXUTE 32 0€30IaCHOCTTa Ha
TEXHHTE Jela Mpu padoTa B MHTEPHET B JIETCKATa TPAANHA/ YIHIIAIIETO U BKBIIH.

2. bpnar cBoeBpeMeHHO HHOOPMHUPAHH, aKO JIETETO UM € 00EKT Ha KHOEpTOPMO3 B
JeTcKaTa rpauHa/yqYuIHIIETO.

3. VYwuyacTBaT ChbBMECTHO C PHKOBOJICTBOTO Ha 00pa30oBaTeIIHATA MHCTHTYIIUS ITPH
pazpelaBaHe Ha BCEKH KOHKPETEH Ipo0JieM, CBbp3aH C HapylllaBaHe Ha MpaBUiiaTa OT CTpaHa
Ha TEXHHUTE Jelia.

4. YdacTBaT ChC CBOM MPEUIOKECHHSI B ONIPEICISTHETO HA MIPaBUIIaTa U MEPKUTE 3a
0€30ITacHO M3II0JI3BaHE HA MHTEPHET B JICTCKATA I'PaJMHA/YIHIIUIICTO.

5. TMomywar unpopmanus 3a HHPOPMALMOHHO-CUTHATM3AIMOHHHU TUIaT(HOPMH KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg:
www.facebook.com/bgcybercrime.

PoauTenure HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha AETETO CH Ja U3rpaau YMEHHUS 3a OHJIAalH 00IIyBaHe U O€30TacHO
M3M0JI3BaHE HA UHTEPHET.

2. OcwplecTBsIBaT NOCTOSIHEH KOHTPOJ 332 CUTYPHOCTTA Ha JIETETO CU B UHTEPHET.

3. [TlposiBsiBaT MHTEpEC KbM aKTUBHOCTTA HA JIETETO CH B MPEKaTa, BKIFOUUTEITHO U
Ch3JaBaHETO Ha MPOPWIM B COLMAIHU MPEXU M PErucTpaluu B caldToBE M MOOWIHU
MPUIOKEHUs, KAKTO M J1a pas3siCHAT [MOCIEACTBUATA OT  Ch3JIaBaHETO  W/WIU
Pa3MpoCTPaHEHUETO HA OMPEECIIEHO ChbpKAHHE.

4. Tlpu ycraHOBsIBaHE, Y€ JETETO UM € KEPTBA HAa KHOEPTOPMO3, Ja CUTHAIIM3UPAT HA
otnen ,,KubepnpectpnHocT” KbM [ TaBHA nmupeknus ,,bopda ¢ opranu3upaHaTa nIpecThITHOCT
(http://www.cybercrime.bg/bg), WIH [enTnpa 3a Oe3ormaceH WHTEPHET
(https://www.safenet.bg/), kakTo U MoraT Ja MOTHPCAT chAcHCTBUE OT Jupekuus ,,Conmranano
MoAroMarane’ mo MeCTOXKMBEEHE Ha JETETO C 1eJ1 OKa3BaHE Ha MCHUXOJOrMYecKa MOJKpena
Ha Jereto. B Tosu ciywait Tpsa6GBa Ja yBelOMAT? M JMpPEKTOpa Ha 0Opa30BaTEIHATA
WHCTUTYIUSL.

5. CobxpansBaT 3[paBeTo HA JETETO, KaTO MPOCIeIIBaT BPEMETO 3a U3IMOI3BaHE Ha
WHTEPHET.

6. YBenomsaT IupeKTopa Ha 0OpazoBaTeNIHATa HHCTUTYIHMS, KOTaTO UM CTaHe
W3BECTHO, Y€ JETETO UM € OOEKT Ha TOPMO3 OT APYro JeTe, C KOETO € B €IHO U CBHIIO
YUUJTUILIE.

Yacr III. O0mm nmpaBuja 3a 0e3omacHo o0LIyBaHe B HHTEPHET 3a JeUaTa M
y4YeHHIuTe (AJanTHPAHU 32 TAX)

Karo ACTC W YUCHUK CbM [JIBKCH Ja Cla3dBaM CJICIHUTC IIpaBUJIa. Axo ce

'Ot cTpana na o6pa3oBaTenHAaTa HHCTHTYLHS CJIEABA Aa OBbAAT IPEINPUETH HEOOXOAUMUTE AEHCTBHS POIUTEIUTE
Jla ObJAT 3alO3HATH C TEXHUTE MpaBa U OTTOBOPHOCTH M C MpaBWiiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOUTO
JleraTa U yYeHULUTE ca 3aIbJKEHH Ja Clla3Bar

2 YBenoMABaHETO MOXKE 1a ObJI€ B YCTHA WM IIHCMEHa (popMa, KaTo 3a MPEANOYUTAHE € THCMEHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyaHSBaM B TAXHOTO pazOupaHe, Mora Ja Mojyda MojAKpera OT poJUTeN Wil OT yYUTell, 3a
1a M#A OBJIaT O0SICHEHU:

1. Jla He naBaMm juuHa MHGOpPMAIUS: UME, aapec, Tapoia OT eJIEeKTPOHHA MoIIa,
npodus B colMagHa Mpeka, JUYeH Tesle)OHEH HOMEp, JeTcKaTra IpaJuHa/yuyWIHIIETO, B
KOETO yua.

2. [la He naBam uH(OpMAIUs 3a MecTOpadoTaTa UK JIMYEH U CIIy)KeOeH Tene(oHeH
HOMEp Ha POJIUTENNTE, HACTOWHUILIUTE, OJIN3KUTE, MPUATEINTE, ChYYECHUIIUTE U TO3HATUTE CU
0e3 TAXHO pa3peleHHe.

3. Jla He u3mpaiam U Ja He KayBaM OHJIAH CBOM CHUMKH U BHJI€a, O€3 Mpeau TOBa
na € 00CHICHO U B3E€TO PEIICHUE C POJAUTEITUTE MU.

4. Jla He u3npainam M Ja HE KauBaM OHJIaH CHUMKH M BHJI€a HA IPUSATEIH,
ChYYCHHIIN, POJHUHU, YIUTEIH, OJM3KH, TO3HATH U Jp., 0€3 Mpeu ToBa JAa € 00CHICHO C THX,
a B cllydyauTe, KOraro ce Kacae 3a MOU MPUATEIH, CbYYEHMIIH, /1a € ChIVIACYBAaHO OT TSIXHa
CTpaHa ¥ C POJUTEIIUTE UM.

5. Jla He OTroBapsM U J1a HE OTBAPsIM MpHUKadeHU (HaliioBe Ha SJICKTPOHHA TOIIIa,
MOJIydeHa OT HEMO3HAT mojaTten. Ts MoXke Ja ChObpKa BUPYC WIH Jpyra 3JI0BpeIHA
mporpama, KosiITo Ja YBpeau KOMIIoThpa/TenedoHa/TadiieTa Wik Ja TO HAMpaBH YSI3BUM 3a
BBHIICH JIOCTHIIL.

6. Ille ce mockBeTBaM C POAUTENUTE CH/YUUTEN, IPEAU JIa CBAJIS WM UHCTAJINpPaM
HOBa MPOTpaMa/pUIOKEHIE HAa KOMITIOTBD, TeJIe(oH, TabJeT, KaKTO U HE MpaBsi HUIO, KOETO
MOJKE€ J1a YBpeAM KOMMIOThpa WM Ype3 NaJeHO JEHCTBUE Ja Ce pa3KpUAT JaHHU 3a MEH U
CEMENCTBOTO MHU.

7. Hemara, KouTO IpaBsi B UHTEPHET, HE TPsIOBa 1a BPEAST HA APYTU XOpa UK Jia
MPOTUBOpPEYAT HAa YCTAHOBEHUTE MpaBuJia (4acT OT TAX ca YPEJACHH B 3aKOHH).

8. H3BecTHO MU e, ue € 3a0paHeHo Jla ce U3MO3Ba Yk A0 NOTPEOUTEIICKO UME,
napoJja U eJIeKTPOHHA MOoIa.

9. Jla He muIIa U Aa HE KaYBaM HHILO, KOETO MOXKeE J1a € OOMIHO WJIM YHU3UTEIHO 3a
MEH WIH 32 IPYTH X0opa.

10. HezabaBHO nH(pOpMHUpaM BB3PACTEH (POIUTEN, YIUTEN, TUPEKTOD,
MeJarornyecky ChbBETHHK), KOTATO MOMaJHa Ha MaTepHUaiu, KOUTO Me Kapar Jia ce 4yBCTBaM
HeyOOHO WJIM Ha MaTepUaId C BPEIHO MM HE3aKOHHO ChIbp)KaHUE, KOETO MOXE Jla Oble
nopHorpadusi, MPOMOBAABAHE HA HACUINE W TEPOPU3BM, €THHYECKA U PETUTHO3HA
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHULIU, Xa3apT U JIp.

11. Jla HE oTroBapsM Ha ChOOIIEHUS, KOUTO ca OOUTHU, 3aIUIAITUTEITHU, HEIPWINYHU
WM ME Kapar Ja ce 4YyBCcTBaM HeyaoOHo. HWMHdopmupaMm poauTenuTe CH/KIACHUS
PBHKOBOJIUTEIN, YUUTEI, IUPEKTOP, IEAATOTUIECKH CHBETHUK 32 TAKHBA CHOOIICHUS.

12. Ako HAKOW Me 00MX/Ia WM TOPMO3H OHJIAlH, He oTroBapsMm. J[okimaaBaM ro Ha
OTTOBOPEH BB3PACTEH (POIUTEIN, YUUTEI, TUPEKTOP, NEAaroTHIeCKN ChbBETHUK). Mora u cam
Ja JOKJaaBaM, KaTro IoJaM CHTHajJl Ha caMusg CalT WIM Ha I[IOCOYEHHUTE aJpecu:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Omokupam. JloOpe e ma Hampass
BeHAra eKpaHHa CHUMKA (CKPUIHIIOT) HAa CHOTBETHHUS Pa3TOBOP WIIM ChIbpPIKAHUE KaTO
€JIEKTPOHHO JOKA3aTeJICTBO, KOETO IMpeAaBaM Ha OTIOBOPEH BbB3pacTeH (POAMTEN, YUHUTEl,
TUPEKTOP, MEJArOTHYeCKH ChbBETHHK ).

13. BaumaBawm, korato pazroBapsam B 4aT. [Tomus npaBuio Nel: ye xopaTa OHJIaiH HE
BUHArM ca Te3H, 32 KOWTO CE MPEJCTaBAT M MOTAT Ja ThPCAT OmpeiesieHa MHpopMaIus, ¢
KOSATO J1a 3JIOYMOTPEOSAT ¢ MEH WK C Apyrute Xopa. [IpaBuno Ne2 e ue He mpaBsi HHIIO Ha
JpyT 9YOBEK B MpexaTa, KOETO He UCKaM Jia MU CE CITy4d U Ha MEH.

14. Axo ce ciryuu jaa momnajgHa Ha HHGOpMAIUs WIH IPYro ChabpkaHue B Mpexkara,
KOETO HE MU XapecBa WM M€ IUIAllM TO HSIKAaKbB HAYWH, MOTa Ja IMOoJaM CUTHal Ha
NeHoHoIHaTta 1 Oe3riatHa HanuonanHaTta TenedgonHa nuHHS 3a Aemna 116 111, Ha otaen
,Kuoeprpecronuoct* Ha ['/ZIBOII (http://www.cybercrime.bg/bg), va L{lenTnpa 3a 6e3o0maceH
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WHTEpHET Ha aapec: www.safenet.bg, ninum Ha Texaus Tenedon 124 123, nnum npe3 yaT-moryna
Ha www.safenet.bg .

15. TpsiOBa ma He MpueMaM CpeIH C JIMIa, C KOUTO ChM C€ 3aro3Hai/a B MHTEPHET,
OCBEH CJe]l ChIiacueTo Ha poauTenute M. IloMHs, 4e XopaTa, ¢ KOMTO CE€ 3alo3HaBaM
OHJIaliH, HE BHUHArW ca Te3H, 3a KOUTO ce mpeacTaBsaT. OnUTBaM ce BUHArM Ja mpoBepsiBaM
Jai YOBEKBT OTCpElla HAUCTHUHA € TO3H, 33 KOrOTO C€ IMPEJCTaBsl 4pe3 MpoBEpKa M0 UMeE,
MMEIJI, CHUMKa M KOHTPOJIEH BBIIPOC, HA KOWTO Ou TpsiOBajmo Ja 3Hae OTroBOpa, aKo €
HaucTHHA To3u. IIpu cbMHEHHE MOXKe J]a TOAaM CUTHAJ WU J1a TOThPCS ChBET Ipe3 caiiTa Ha
[lenTnpa 3a 6e30maceH nHTEpHET www.safenet.bg.

16. V3non3Bam HaCTPOUKHTE 32 OE30MACHOCT M 3alllUTaTa HA TUYHUTE JaHHU Ha
COLIMAJTHUTE MPEXU, MOOUITHUTE MPHIIOKEHUS U Opay3bpuTe.

17. UznomsBam ¢yHkumsTa 3a 6ezonacHo chphupane. J[a He mocemasam caiiToBe B
MHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETTOAXOAAIIO 3a JETCKA Ay TUTOPHSI.

18. Uznon3BaM TpynHU (IBITH, C TJIABHU M MAJIKH OyKBH, IUGPU U CIICIIHATHH
3HAIIM) ¥ Pa3IMYHU 32 BCEKH CalT MapOIIH.

19. Uznon3BaM aHTHBHpYCHA MPOrpamMa, KOSITO CJIEBa PEIOBHO J€ c€ OOHOBSBA.
3aeIHO ¢ OTTOBOPHUTE BB3PACTHU (POAUTEN, YUHUTEN, AUPEKTOpP), MOAABPKAM MOCIEAHUTE
aKTyaJlu3UpPaHU BEPCUU HA BCUYKH MPOTPAMH U TIPHIIOKEHUS.

20. Ako mon3BaM OOIIM KOMIIOTPH, BUHATH TIPOBEPSBAM Tl ChbM U3JIA3BJI/H3IA371a
OT mpoduia cu, ciea KaTo CBbpUIM Yaca. B ciyuail, ye Hamepsi ycTpoiCTBO, Ha KOETO IPYT
YYCHHUK € paboTuj, HO HE € 3aTBOPIII Npoduia CH, BeIHara Iie u3jisa3a 0e3 Ja mperiaeKaam,
POMEHSIM WK A00aBsiM HHpopManus B IpoQuia my.

21. TpsbBa ma UMaM MpeaBHUJI, Y€ KOTATO ITyOJMKYBaM HEBSIpHA M M30MadeHa
uHpopMaIus 3a IpyT YOBEK, JOPH C sICHaTa MHUCHII, Y€ TOBA € I1IeTa, TOBA MOXKE /1a JIOBEIE J10
310ynorpeda U A0 HENPUSITHU MPEKUBSIBAHUS 32 TO3U YOBEK.

CBbBETU 3A 3IPABETO

3a na paboTUTE Ha KOMITIOTHP, 0€3 J1a YBPEAUTE CBOCTO 31paBe, PelyBail BpeMETO CH B
OHJIAMH M o(JIaliH cpesia, KaTo Cra3BalTe CICIHUTE MPaBUIa;

3A JA HE YBPEJIUTE 3PEHUETO CH:

3a n1a He yBpeauTe 3PEHHETO CHU:
Pa3CTOSIHUETO MEXy OUMTE U MOHUTOpA TpsiOBa fa ObA€ OKOJIO MOJIOBUH METHP;

Pa3CTOSIHUETO MEXy OUHMTE U KJIaBUaTypara ga Ob1e OKOJIO TIOJOBHH METHD;
BbPXY MOHUTOpA HE TPsOBa Jla Momaja npsika CIbHYEBa CBETIINHA;
He paboTH B cTas, KbJIETO UMa CMECEHa CBETIIMHA — CITbHYEBA U U3KYCTBEHA;

BpPCOHO 34 OYUTC €, aKO 3al MOHUTOpPA Aa UMa IPO30PCIy 0e3 IIOpH U 3aBCCH,

AN NN N

3a Ja OTHOYMBAT OYUTE, OT BpeME€ Ha BpeMe OTMECTBaiTe Morjiefa OT MOHHUTOpa H
TOTJIeXK Al TIpe3 MPOo30peria Wik KbM Hall-TalledHus Kpaid Ha CTasTa BbPXY JajieueH 00CKT;

v/ eIWH BT B TOJMHATA TIPOBEPSIBAii 3PEHUETO CU MPHU OYEH JieKap (0P TaIMoIIor).

IIpu pabora ¢ kiI1aBuarypara:
v/ He npersBail KUTKaTa, KOraTo MHIIEII;
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v/ CcrbBail IEKO IPLCTUTE HA PHKaTa ¥ OTIIYCKal MaJena;

v ;[06pe € 1a U3T0JI3Balll KJIaBUaTypa € KJIaBUIIIW, KOUTO Ca IMO/J JICK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MUIITIKaTa TpsiOBa fa ObJe C pa3Mepa Ha JIJIaHTa;

v HE JIBIDKY MUIIKATa caMo C Tajera U MajIKus IPhCT;

v [IOJI3BA ITOAXOIAINA ITOMIOKKA 3a MUIIIKATA.

Meoeanre

v CTOMBT TpsiOBa jJa ObJEC HaA KOJENIa, C peryJupyeMa BHCOYMHA Ha CeJajkara H

oOnerankaTa, KOSITO TpsIOBa Ja OCUTYpHU OTIOpa HA TPHOHAYHUS CTHJIO B 00JIaCTTa HA KPHCTA;

v OropoTo TpsOBa Aa ObJe CTAOUITHO M YCTOMYMBO Ha BUOpAILIUH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUYAN HA KHBEPTOPMO3

Cucremexn Vuuren,
aMUHHUCTPATOP BB3IIATATEII,
(CIIYKUTEI UIHA PBKOBOIUTEN
Hanpasienue UKT,
Ponuten,
HACTOMHUK,
MOIIEYUTE]I,
Apyr
Jupext o O
Jlete
\/
l v
f T IBOIT \ Hupexuus
Otnen ,,COITMAITHO
KubGepnpecrpmHoct* oo

www.cybercrime.bg
teit. Ha LlenTsp 3a
Oe3omaceH HHTEPHET
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KPATBK PEYHUK U JOITBJIHUTEJIHU CHbBETH:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WU BUAEO HA JETE, YUCHHUK,
POIUTEN, YUYUTEN, TUPEKTOP, MCUXOJOT, PECYPCeH y4YuTell, OMU3KH, MPUATEIH, MO3HATH WIH
HEMO3HATH JIMIla ca MyOJUYHO JOCTHIIHU U300paKeHUs B MHTEPHET, KOMTO MOraT Ja ca KaueHu
OT POAMTENUTE WM JIPYTU YWICHOBE HA CEMEUCTBOTO, MPUITENIN, ChYUYCHULIM U Jp. Te3Hu, KOUTO
ca I'd CIOJCNWIN/Kaulild B MHTEPHET, MOKE Jla UMAaT U3LsII0 JoOpH HaMEpeHHsI KbM HEero/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CTE aBTOp, CHIIUTE HE MOTaT Ja ObJaT MOJI3BaHU U
nomyisipu3upann 0e3 chIilacueTo Ha TexHUs aBTop. Ho TakoBa chabpikaHUE MOXKE Ja
HaKbpHSIBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JHIETO. [IpenophynTEeNHO € IO HUKAKbB MOBOJ Ja
HE ce KayBaT CHUMKH Ha JieTe, 3a KOUTO MMa M Hal-MaJKOTO ChbMHEHHE, Y€ MOrar Ja My
HaBpenaT u 0e3 HeroBo chriacue. CHONENSIHETO HA CHUMKH € YeCTO CPEUIaHO SIBIICHUE B
COLIMAJTHUTE MPEXKH, 3aTOBa OCHOBHA MpENopbka € MOJOOHH CHUMKHU Ja Ce€ CIOJENAT camo C
XopaTa OT CHHCHKa C MPHUATENIM HA YOBEKa, KOWTO MCKa Jla KAyl CHUMKATa, U OIle Mmo-molpe —
caMmo ¢ rpynaTta Ha Hail-ONM3KU MPHUATENU OT pealHUs KUBOT. BaxkHO €, KOraro ce CHHUMa ChC
cMapT(doH, J1a ce YBEpHUTEe, Y€ CHUMKHUTE HE CE KauBaT aBTOMATHYHO B MPOQUIIa HA POAUTENS WIN
JeTeTo B caiiToBe kKaro MHcTarpam Hanpumep. B npoduure cu B conmamauTe Mpexu TpsiOBa 1a
CT€ CUTYpHHU, Y€ CT€ HACTPOWJIM JOCThIIA JI0 CHUMKHUTE CH Taka, 4e Ja C€ BIIKJIAT CaMO OT
npusitenute Bu. ChIoTo ce OTHAacs W 3a HACTPOWKHUTE Ha OOJAYHM YCIYTHM, B KOUTO C€
ChIBPKAT CHUMKHU ¥ HH(OpMAIIHS.

OAJININBA HOBUHMU — Cr3natenure Ha GaNIIMBA HOBUHH M3MOJI3BAT TPAAUIIMOHHH
MEIUWHM TIOXBaTH 3a TPUBIMYaHE BHUMAHHWETO HA YHTATENsd, HAmpUMEp MPOBOKUPAIIH
3arjiaBusl, HO yCIISIBAT J1a TO 3a0IyasT U Ja ro Hakapar Ja MoBspBa, ye WHPOPMAIUATA, KOSITO
yeTe, € UCTHHCKA.

Kak na pasno3naem ¢gajmmBuTe HOBUHU:

e [IpaBere pa3nuka MEXIy XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKHU CAUTOBE. 3aMUTANUTE CE —
Mo3HaBaTe JIM MEAUsATa U umare Ju u gosepue? IIpoBepere manu 3ariaBUETO, KOETO YECTO €
IPBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP>KaHUETO HA HOBUHATA;

e [IpoBepere nanu XypHAITUCTHT € MOCOUMI KOHKPETHO U3TOYHHUKA Ha UH(OpMALIUS UITH
unpopmanuara ce Oazupa Ha Apyra cratus. [IpoBepere nanu OCHOBHMSAT H3TOYHHMK Ha
uH(popManus € JOCTOBEpeH. BuHarum moriexaaiiTe HavyaloTO WU Kpas Ha CTATHUATA, KBICTO
OOMKHOBEHO € MOCOYECH W3TOYHUKBT Ha WHpopManus. AKO ce kKacae 3a mHboOpMaIus, KosTo
MPOM3NIN3a OT Abp)KaBHA MHCTUTYLMS, MpoBepeTe oduiManHaTa il cTpaHuna aanu ¢urypupa
Ta3W HOBHMHA WM MOTHPCETE SKCIEPT MO Temara OT JajeHaTa HHCTUTYHHs. AKO HE € MOCOYCH
M3TOYHUK, € PEJIHO Jla Ce ChbMHSBATe B JIOCTOBEPHOCTTAa Ha HOBHHATa. B moBeueTo mocToBepHU
MaTepHaliy ce IMOCoYBa HaYMHA Ha ChOMpaHe Ha MHQOpPMaLUATa U aBTOpa HA MyOJIMKALUATA.
[IpenopbuuTeNHO € 1a ce cpaBHU MH(POpPMAIUATA, aKO € MMyOJIMKYBaHa B Pa3IMYHU U3TOYHUIIY;

e AKo momajHeTe Ha cTaTus, MyOJMKyBaHa B HEMO3HAT 3a Bac OJor, a mHpOpMaIusiTa He €
THpakupaHa HUKBJE Apyraje, TOBa € 3HaK, 4e HOBUHATa Moxe Ou e dammmuba. Bunaru Tepcere
W JIpyTH pe3ylITaTd MO TemMaTa, a aKko Te ca MalKo WIM HHUKakBH, MO-100pe He
pasmnpocTpaHsBaiiTe HOBUHATA;

e [IpoBepere narata Ha MyOIUKALKATA, Thi KATO YECTO CTAPU U HEAKTyaJTHU HOBUHU CE
MyCcKaT KaTO HOBH.

OHJIAHH (KMBEP)TOPMO3bT npejcTaBisBa W3MON3BAHETO HA HHTEPHET 3a
HaHACcsHE Ha €MOIIMOHAJIHA Bpela BbpPXY ApYrH Xopa. TopMO3bT B MHTEpHET MOXE Ja MMa
paznuunu ¢opmu. Tolt Moxke na MHHAaBa Tpe3 pa3MpOCTpaHsSBaHE HA IMOJUTPABATCITHU H
OOMHU CHUMKH M BUCOKIIUIIOBE B CAlTOBE 3a CIOJESTHE Ha BUACOCHAbPKaHUE KaTo Vbox7



n YouTube, ch3naBane Ha danmmBu NpoduId ¢ OOMIHO CHhAbPXKAHUE B COIUATHU MPEKHU
karo Ask.fm, ®eiicOyk u MHcTarpam, KakTo U B ChbOOILICHUS M M300pakeHUs B TPUIIOKEHUS
3a komyHuKarus karo Ckaiin u BaitObp, Waum B M3MpaliaHeTo Ha OOMAHU CHOOIICHHS U
KOMEHTapH, B CHIIIUTE CAUTOBE U TIIATHOPMHU.

KPA’XKBATA HA ITPO®UJI (xakHaT nmpo¢uiI) NpeacTaBisBa IIPUCBOSIBAHETO Ha
qy)KJ TIOTPEOUTEICKM TpoQuI B colMaigHa Mpexka, miaTdopma 3a oOmlyBaHe (Hampumep
@eiicOyK), eIeKTpOHHA MoIa Wiu Ipyr cait. Kpaxbara craBa Bb3MOXKHA 4pe3 BIM3aHE C
IpaBUIHATA Mapoja M HeilHaTa MOAMsSHAa C HOBA M HEM3BECTHA 3a YOBEKa, Ha KOIOTO
npuHaIeku npodmirbT. Be3MokHo e cien kpaxbara mpoduiabT ga ce u3moi3Ba 6e3
3HAHUETO U CHIVIACUETO HAa II'bPBOHAYAIHUS COOCTBEHUK. AKO Ha JeTe MOJ 3ab/DKUTEIIHATA
3a MOBEUYETO COLMAIIHA MPEXH Bb3pacT OT 13 roauHu (Ta3u BB3pACT € TakaBa, 3aIl0TO IIO-
rojisiMaTa 4acT OT IOIYJIIPHHU COLIMATIHU MPEXH ca aMEpUKaHCKH U MpaBUIIaTa 3a [10JI3BaHe ca
cboOpa3eHH C aMEpUKAHCKOTO 3aKOHOJATENICTBO) €€ Ch3JaBa COOCTBEH NpPOQHUI BBHB
®eiicOyk, MHOTO € BaXKHO Mpu U300pa Ha BB3pacT Ja ce uzbepe moj 18 roauHu, Thil KaTo 3a
HEIbJIHOJIETHUTE MOTPEOUTENN UMa BaXKHU JOMTBIHUTEIHU 3aIUTH.

KPA’XKBATA HA JIMUHU JAHHM e BuJ KOMIIOTHPHO MIPECTHIUIEHUE, IPU KOETO
ce TpUAOOMBAT YYKIW JUYHM JaHHW C IeNl (uHAaHCOBa M3MaMma WJIM 3JI0ynmoTpeda Karo
TerjeHe oT 0aHKOBa CMETKa, MM KaHJUIATCTBAHE 3a KPEIUT OT UyXI0 UMe. Tazu omacHOCT
10 MPUHIIMII HE 3acsra Mo-MajKuTe Jiela, KOUTO He MPUTEXKaBaT JIUYHU JOKYMEHTH, OaHKOBU
cMeTKM uiau kKaptu. Ho mpu TuitHemxbpuTe Haj 14-roguiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJeH.

OUIINHI' ATAKUTE ca naii-pasnpoctpanenara ¢opma Ha MHTEpHET M3Mama U
IIMPOKO H3MOJ3BaH MOXBAT OT KOMIIOTHPHU MPECTHIIHUWLM 3a MOJy4aBaHE Ha Ba)KHa
nHdopmanus. ToBa mpecrbiienne ce Hapuda ,,bumuHr”’ (,,phishing” — "3apubsiBane”,
npousnusa ot fishing — pu6o010B), 3aII0TO €NEKTPOHHHUTE CHOOIIEHHUS, KOUTO CE paslpaluar,
ca Karo ,,BbJIUIM’° C OCHOBHA LNl MOJIy4aTelIuTe Ja C€ ,,XBaHAT Ha TIX MOpagu CBOsSTa
HEOMHUTHOCT M HEOCBEJOMEHOCT, KaTo UM OTroBopsAT. llpu dQummHra u3MamMHUIHUTE
pasmpaiiar eJeKTpOHHA MOoIla, KOSTO MPEeTEeHIUpa, 4e UABa OT MOYTeHa KOMIIaHUSA U Ce
OMHUTBa Ja YyOemu ToiydaTels Ja JaJe BaKHA JH4YHA WM (UHAHCOBA WH(MOpMAIIHS.
EnexTpoHHOTO CHOOIIEHHE OOMKHOBEHO MOJM Ja CE€ M3NPaTAT JUYHU JaHHU U JaHHU 32
0aHKOBa CMETKa B OTIOBOp WMJIM Jla C€ BbBEAAT Ha yeOCalT, KbM KOWTO MMa Bpb3Ka. Te3u
JaHHH ca HaIpUMep MOTPEOUTEICKH UMEHA, TApOJId U HOMepa Ha KPEAUTHU KapTH.

KAK CE ITA3APYBA BE3OIIACHO B UHTEPHET? Ilpeau na naszapysare OT
CIIEKTPOHEH MarasuH, € IMOJIE3HO Ja OObpHETE BHMMAaHWE HAIMYHA JIU € WHpopManus 3a
nMeTo, aapeca W TenedoHa Ha Thpromena. He mpomyckaiiTe nga TpoBEpUTE W AU
JOCTABYMKBT € MOCOYMJI U3PUYHO MpaBOTO Bu Mo 3aKkoH Aa ce OTKaxkeTe OT MOophYKaTa B
pamkute Ha 14 gum. [lone3no Om Owio ma mpoderere BB (OPYMUTE OT3UBH OT APYTH
MOTPEOUTENN, KOUTO BEYE Ca Ma3apyBalld OT BHIIPOCHUS €IEKTPOHEH Mara3uH, KbM KOWTO CTE
ce Haco4mwInd. ThpProBebT € JThKEeH da Bu mHbOpMEpa 32 OCHOBHHUTE XapaKTEPUCTUKH Ha
BCAKA OT MpEIJIaTaHUTe OT HETO CTOKM M yciyru. Toil TpsOBa aa mocoud TsAXHATA IIeHA C
BKJIFOUEHHW BCUYKH JJAHBLIM U TAKCH, KAKTO U CTOMHOCTTA HA MOIICHCKUTE WU TPAHCIIOPTHUTE
pa3xoju, ako He ce BKIIOUEHU B KpaiiHaTa IieHa. Ha caiita cnenBa ga Obae MOCOYEH HAYMHBT
Ha IUIAIllaHe, JOCTaBKa M M3MBJIHEHUE Ha J0roBopa. Baiie mpaBo € Ja BbpHETE, 3aKylneHaTa
OT eJIEKTPOHEH Mara3uH CTOKa, ako ce okaxe aedekTHa. Pexmamanusra cu 3a nedexTHa cToka
cienBa Ja MpEAsSBUTE B HIKOW OT OOEKTHTE HA THProBela, OT KOWTO CTE s 3aKymusid. AKO
THPrOBEIBT YBAXH peKkjamanusiTa Bu, B pamMkuTe Ha Mecen TpsAOBa WM Ja PEMOHTHpPA
Oe3rmaTHO 3a Bac crokara wim aa s 3aMeHU ¢ HOBa. B ciydaii e He ycmee Ja CTOpH €IHO OT



JBETe, ClIeJIBa WM Jla HaMaJIM 1IeHaTa, WK Ja BbpPHETE CTOKaTa, a Tol Ja Bu Bb3cTaHOBH
3aruiaTeHara 3a Hesl Cyma.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA ITOIITA

1. He TpsibBa na ce nmposiBsiBa MHUIIMATHBA 3a TIOJydyaBaHEe HA UMEWII MICMa, HHTEPHET
CTpaHUIM, KOUTO Mpeasarat 0e3rmiaTHU WIH IUIATeHH YCIYTH U CTOKH, YeCTO Ipe/iaraiiy aa
BH M3IPATAT MpoMOITuH 1o e-mail. OTkakere TakaBa yciyra.

2. Nmeiln aapechT ce cnofens camo Ipu Hyxkzaa. Koraro ce mpenasa mo eiuH WiH
Jpyr MOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: ITbPBO JAJIM OPTaHU3aLUATA WA YOBEKBT,
KOUTO T'0 MOJy4aBar, 1€ B M3MPATH HEXKENAH HMMEIT;, BTOPO, MOXKE JIM JIa Ce pa3uuTa, ue
UMEIIT apechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce oTBapaT umeinnre B HexxenaHa noma. Hukora He ce oTBapsiiTe npUKadyeHU
(haiisoBe B ChOOIICHHS OT HEMO3HAT M3Mpaiad. AKO He ce IMo3HaBa UMETO B mojieto ,,0T1”, He
OTBapsiiTe MpUKAaYCHUs (aii.

4. AKO ce TMOoJy4Yd HEO4YaKBaHO CHOOIIEHUE ChC CTPAHEH MpHKadeH (aill oT mo3HaT
u3npamay, TO OW MOIJo Ja ChAbpXKAa BHUPYC. MHOrO 3JIOBpEAHHM TPOrpaMu  ce
pa3npocTpaHsaBaT JO BCUYKM KOHTAaKTH, KOUTO HaMEpSAT B IOIIATA HA 3apa3€HUs KOMIIOTBD.
TakuBa chOOILICHHUS YECTO UMAT CTpaHHA TeMa WM UMe Ha mpukadeHus ¢aitn. Yecto ToBa e
IIETOBUTO CHOOLICHHE, HAachpyaBallo MoJyyaTedsl Ja BHUIM KapTUHKA WIM Jla TpodYeTe
NpUKaYeH TEKCTOBU (paiii. BuHarm m3uckBaiiTe MOTBBPXKIACHHE OT H3Ipalayda, mpead aa
OTBOPHUTE CHOOIIEHNE WU TIPUKAYeH (aiiil OT TaKbB BU]IL.

5. TlpoBepsiBa ce MBIHOTO MME Ha TpukadeHus ¢ain. CKpUTUTE pa3MIUPEHUs OT
nMeTo Ha ¢aiima morar ga 3a0iyasT Ja OTBOPUTE 3apa3eH IpHuKadeH ¢aia oT HMeia.
Bunaru ce mpoBepsiBa qanu UMET MPUITOKEHUETO MOKa3Ba MBJIHOTO MME Ha MPUKAYEHUS
(haiisn, BKIIOYUTETHO pa3IIMpeHueTo. Bupycu u 4yepBen Morar Ja ce ChIbpKaT BbB (haijioBe,
KOUTO M3IIIeKAAT KAaTO KApTUHKH, HAPUMEP ¢ pasmupenue .jpg. Ho e Bb3MOXKHO aa mmar
CKPUTO pa3lIMpeHue, KaTo .exe Wi .vbs KbM HMeTo Ha (aiina, KOeTo o3HayaBa, 4e
MpUKaYeHUIT (aiil HEe € KapTHHKa, a Mporpama, KOATO e Ce CTapTHpa, IOM CE€ OTBOPHU
TpUKadeHust Qaii.

6. BuumaBa ce c¢ (QammuBuTe mnpeaynpexaeHus 3a Bupycu. DanmmBuTe
MpEeAYNPEXKACHNUS 32 BUPYCH ca M3BecTHH KaTo "hoaxes". ToBa e ¢hanmmBo cbOOIICHHE, KOETO
MOJIBEXK/Aa MOTPEOUTENINTE a BIPBAT, Y€ ca MOJYYHId BUPYC M T'M HAChpYaBa Jia MPEnpaTsrT
MPEAYNPEXKICHUETO HA BCEKU, KOTOTO TIO3HABAT.

7. He otBapsiiTe WM, ChIbpKall HEXelaHa pekiama. Toill Moxke ma Obue
M3TO0JI3BaH 3a MpeHacsiHe Ha BUPYCH U depBern. OT choOpakeHUs1 3a CUTYPHOCT OM TpsOBaso
Jla U3TpUBATE BCUYKM PEKJIAMHH CHOOIICHHS OT HEMO3HAT W3Mpaliad BeaHara, 06e3 ga Tu
OTBapsITe.

8. He ce m3mon3Ba camMo eqHa NOLIEHCKAa KyTHUs 3a BcHUKo. CHenuaiucTUTE I10
KHOEpCUTypHOCT MPENOPHUBAT J]a C€ OTKPUBAT HIKOJIKO Pa3IMYHU MOIIHU U J1a C€ Pa3AesaT Mo
IIpeIHa3HAYEHHE.

9. U36srBaiiTe ChII0 Taka Ja Mpemnpaimiare MUCcMa MEXKITY HSKOJKO BAlllM TOIIEHCKH
KYTHUHU.

10. He e mnpenopbudTelHO Ja C€ TMpenpamar MUCMa [0 HAKOJIKO 4YOBEKa
enHoBpeMeHHO. Oco0eHO TakHBa, OT THIIA - "TIpernparere ro 10 7 YOBEKa M IIe BU CE CIIy4d
Hemro XxyoaBo" uiau "MoMorHeTe Ha 60JTHOTO MU JIETE, KaTO MPEMpPaTUTE TOBA MMMUCMO HA MHOTO
X0pa, €M KOM Ccu Ie MM Jajie 3a BCEKM 3 uMeina 5 neHra, Hanpumep. Te3u mucma ce
pasmpocTpaHsBaT ¢ 1€l ChOMpaHe Ha JEHWCTBUTEIHM HMEHI aJpecH, Thil KaTo TpH
nperpaiiane, KbM MHUCMOTO ce 100aBAT aBTOMAaTHYHO U aJPEeCUTe Ha MPEIHUTE MOJTy4aTelH.
Crnen HSKOJNKO MpenpaiiaHusi, B €IHO TaKOBa MHUCMO Ce ChbOUpAT HAKOJIKO CTOTHUILU pEallHU
UMEI asipeca, KOUTO CIIE]] TOBa Ce MpoJIaBaT Ha (GUPMHU 3a CIIaM.



11. Axo Bce mak MCKaTe Ja MpenpaTuTe HIKAKBB TEKCT WU WHOOpMAIUs, KOSTO CTE
IIOJIYYHIIM, KOIIUPAUTE TEKCTa U 0 U3IpaTeTe KaTo HOBO nucMo. He npenpatnaiite npegHoro,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeana3ute NpusTeaIuTe cu OT ObAeH] CIIaM.

12. Axo nopaau HsKakBa NpUYMHA IBPKUTE Ja MPENPATUTE OPUTMHAIHOTO IHUCMO,
cnoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJydaTeInuTe
HsSMa Ja BUIM aJpECUTe Ha ApPYyruTe monydarenu. [IpumumHata ma ro u3moi3BaTte HE € Ja
CKpHETE MOIy4aTeInuTe eIuH OT JIPYT, a 1a TH MpeaAna3uTe, B cayyail ue agpecHaTa KHUATa WX
€JIEKTPOHHATA TION[A HAa HAKOH OT TAX CTaHE JOCThIIHA Ha CrnaM-00T (HampuMmep mopaau
BHpYyCHa MH(PEKIUS HA KOMITIOThPa MY).

13. Iledanba ot joTtapusi: He cTe crneyenwid. CnaMbpuTe M3MOI3BAT Hal-pa3InyHU
NpUMaMJIMBU 3arjlaBus Ha IUCMaTa, 3a Ja HakapaT MoJiydaTens Ja T OTBOpH. MHOro
MOTPEOUTENM HAUCTUHA OTBAPAT MOAOOHUW mucMma. Jlopw cien OTBapsiHETO BeIHara aa To
U3TPHUETE, CAMOTO OTBAPSHE HAa MUCMOTO OU MOTIJIO J1a MOTBBP/H, Y€ aJ[peChT € peajeH U BUe
CTE 'O MOJYUUJIIH.

14. OTtmucBaHe OT ONOJICTHH, 3a KOWTO HE IIOMHHUTE Ja CTe ce 3amucBaiu. Yecrto
CpelllaH METO/Jl, M3MOJI3BaH OT CIaMbpPUTE 3a HAMUpPAHE HAa AKTUBHUTE IMOUICHCKHU aJpPECH.
Nznpama ce OroyieTMH ¢ JMHK 3a oTnHcBaHe (yX) OT mosrydaBaHeTo My. OTHUCBaKHU ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKIaBa, Y€ M3MOJI3Ba MOIIEHCKATa KYTHs, C KOSTO BeaHara
BJIM3a B cmaMm JucTUTe. BMmecTo na ce ormucBare, OJI0OKMpaiiTe MojgydyaBaHETO Ha MUCMa OT
TO3H aJpec.

15. He otBapsiiTe mucma, kKouTo ca (UIIMHT ataku. Hai-goOpusT HaumH na ce
3alUTUTE OT (PUIIMHT aTaKW € KaTO HUKOTa HE OTBApsTe (PUIIMHT MMHMCMa, HO Y€CTO € TPYIAHO
Jla ce pa3no3Hae Koe MucMo e (GUIIMHT aTaka. MoxeTe Ja Ty pa3no3HaeTe mo:

¢ O0pswmienueto e "Dear Customer" wim "Dear User", a e Bamero ume.

¢ B mucmoTo mnuiie, ye akayHTHT B e Ob/1e IpekpaTeH B ciydai, 4e He MOTBbPIUTE
TaHHUTE cu He3abaBHO. /Hackopo cnambpuTe M3moi3Baxa mogo0eH nmoxsar koraro Ckaiin ce
cpuHa 3a | gen. PasnpoctpaHuxa chOOIIEHHUs, Y€ CKAWT I1e YNCTH HEAKTHBHU aKayHTH U CE
WCKallle Jla Ce pa3mpaTH ChboOIIeHUE Ha ToHe 15 moTpedurerns, 3a a ce T0KaKe aKTUBHOCT./

e IMelnbT UIBa OT aKayHT, IPUJIMYAIL], HO HE €JHAKBB C TO3U, KOUTO U3I10JI3Ba
u3BecTHA UpMa, OpraHu3anus U ap. AKO HE CT€ CUTYPHH Jalld MAUCMOTO € (DUIIVHT WU HE,
Hal-1oOpe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOJMKyBaHH B HEro, a Jia HaluIleTe Ha
pbKa ajpeca Ha caiita, KOWTO BU € HEOOXOAUM.

¢ AKO CTe MOTYYHIIM TaKOBA MICMO, 32 TPEANIOYUTAHE € Aa OJIOKHpaTe aapeca, OT KOUTO
e u3npareno. Koraro ro 6mokupare, Bue naBate yka3zaHus Ha MOIIEHCKUAT KJIUEHT, Y€ TOBA €
cmaM U He TpsOBa na ce npuema. IloBeyero moTpeburenu odade MpocTo W3TPUBAT CHama U
TOI MpoABIKaBa Jia UJIBa B KyTHSTA.

Hacrosimure mpaBuwia ca pa3padotreHu ¢ orjex ¢GopMupaHe Ha NOJHUTHKH B
JAeTCKUTe TPAIHHH M YYWIMIIATA, KOHUTO Ja OPraHU3MPAT M3MO0JI3BAHETO HAa
o0pa3oBaTe/IHHSl NMOTEHIHAJ KaKTO HA KOMIKITBPHATA Mpexka Ha o0pa3oBaTejqHaTa
HHCTUTYIHS, TAKA M HA IJI00AJIHATA Mpeka, B ChUeTaHHe ChC CHCTeMa OT MEpPKH 3a
CHUTYPHOCT M 0€30I1aCHOCT Ha JelaTa u ydyeHunuTe. [lpunaranero MM Ha MPaKTUKA LeJIU
MOBUIIABAHETO HA MH(OPMHPAHOCTTA M JUIMTAIHATA IPAMOTHOCT Ha OOIIHOCTTA OT
ea, POAUTENH, yIUTETH, TUPEKTOPH U CIIyKuTe H.

3 IIpaBunaTa ca chbIIaCyBaHH M pa3pabOTEHM M C y4aCTHETO Ha EKCIEPTH OT OTAel ,,KuOepnpecThbIHOCT KbM
I'maBHa qupeknus ,,bopba ¢ oprannzupanaTa npecTbHOCT | ¢ LleHThpa 3a 6e30maceH HHTEpHET.




	ПРАВИЛА

